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1 Case Summary

The suspect Mr John Doe was suspected of bird watching and has been arrested in connec-
tion with child bird abuse. A search warrant was exercised at his home. The computer was
seized to investigate the possible presence of inappropriate image of children birds.

As digital forensic investigators, We have been asked to perform a complete analysis
of the hard drive of the laptop found at the suspect’s home. This report highligths the
evidence against Mr John Doe.

2 Forensic Acquisition & Exam Preparation

2.1 Acquisition

The police officers seized, during the raid, the computer of Mr John Doe. The computer,
located on the suspect’s desk, was powerd off meaning that no potential informations were
corruted during the raid. The hard disk drive was removed from the computer, preventing
any data from being modified. The hard drive was then send to the Forensic lab. A
photograph shows the disk and the serial number which is PCDOYJWJ541543.

2.2 Preservation

A copy of the hard drive was made to perform all of the analysis to be sure to not corrupt
the drive. The seized drive was copied to the worksation with the following procedure :

• 1. Attach the SATA cable to the drive

• 2. Attach the power cable to the drive

• 3. Turn on the power

• 4. Connect USB cable to workstation

Photographs of the attachment to the workstation can be seen in Appendices 2.

Our team then made a copy of the content of hard disk drive on the worksation. To
perform a safe copy and to be sure that the copied version was not altered, Our investigators
have checked both MD5 checksum of the real hard disk drive and the copy. An MD5
checksum is a 32-character hexadecimal number that is computed on a file. If two files have
the same MD5 checksum value, then there is a high probability that the two files are the
same. Both of the copy and the real drive had MD5 sum of :

d63dd1b8917ca28bac7c955fc3b6cd25

It means that the copy that we have on our workstation is not altered. We can now perform
our investigation on the copy of the hard disk drive.
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2.3 Antivirus scan

A malware was found on the suspect’s drive when an antivirus scan was performed. ClamAV
found a malware called : realplay.exe. The screenshot of the scan can be seen in Appendices
5.1 and 5.2. This malware could interfere with our results but by analysing the file, we know
that the malware was on the computer since 2005. But most of the proofs against the suspect
were on the drive since 2004. There is no correlation between bird pictures and the malware.

2.4 Disk Overview

The disk is partitioned in 3 parts. Thanks to the line command mmls that we performed
on the disk, we know that there is a NTFS/exFAT formatted partition (Vol.2) of 6136767
bytes and an unallocated one of 5118498 bytes (Vol.3).

A lot of indecent files of birds were found on the unallocated space. Meaning that the
suspect wanted to hide incriminating proofs.

Three differents account were also found. They are named : bob, jane, johndoe. It
means that several people coud have access to the computer to create such indecent files.
But all bird files were found on the suspect session.

3 Findings and Report

3.1 Image files

By carving the hard disk drive with the tool foremost, we found numerous picture of bird
related pic. Those pictures were foound with the tool foremost. This tool does not recover
the name of the pictures. So in this report the pictures are only named by the number of
the figure.

• 56 bird related pictures don’t have meta datas. They can be seen in Appendices 5.3.1

• 43 pictures were taken with a Canon PowerShot SD100. All of those pictures were
taken between the 13/06/2020 and the 27/06/2020. On thoses pictures we can see
several people, it may be a group trip which aims to take some pictures of birds. It
could be John Doe’s partners in crime. Pictures can be seen in Appendices 5.3.2.

• 1 picture was taken with a Canon EOS-1DS on the 29th of January 2003.The pic-
ture was found in the unallocated space of the memory (vol 3.). It can be also seen
in Appendices 5.3.3.

• 1 picture was created with Adobe Photoshop CS Windows on the 13th of July
2004. It can be also seen in Appendices 5.3.4.

Another file was concealed under a .exe file. FantailFrontView.exe was in fact a
picture of a bird. This picture could be identified thanks to the header of the file. Every
type of file has a specific header, here the file’s header did not match the header of .exe file
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but matched a .jpg file.Appendices 5.3.5

A picture of a bird was also found on file called Doc1.doc. This file is Microsoft Word
Document. The file contains half an image of a bird. The file can be seen in Appendices 5.3.6.

Several pictures were also found by the software autopsy. Those pictures don’t match
their extension. 9 pictures have the extension _j_p_g_. It means that Mr John Doe
wanted to conceal them. Jonh Doe knew that having those kind of files is forbidden. You
can see the liste in Appendices 5.3.7.

Moreover Autopsy shows us the event that occured on the disk. The file is called
events.db ( The file is not in the appendice because it’s too large ). In the event file, if
we search for the events that occured on the Vol3 we found several creation of picture with
bird related names.(Appendices 5.3.8 ). This shows once again that the suspect knew what
he was doing.

3.2 Audio files

Only one audio file was found. It’s named aggressive_song.wav. This song is 8 seconds
long. It is a whistle of a bird. This file was found in the MSN folder, meaning that the
suspect received the file from someone or he shared it.

3.3 Text files

Two text files are related to the brids on John Doe’s computer. They were located on C:
(vol 2.).

The first one is called nestboxtips.txt. It’s a text file on how to have the best nest for
birds. The full text is in Appendices 5.4.1.

The second one is called Birdwatching.doc. This file is a guide to be the perfect bird
watcher. It gives a lot of tips on to see birds, identify them. This file seems to come from
the The Bird Conservation Society of Thailand (BCST).Appendices 5.4.2

3.4 Web files

Two web files : ostbk2b.htm and aa010703a.htm were found at the path : C:/Documents
and Settings/johndoe/My Documents. Those two files are related to two differents
websites that are birds related. Those proofs show that there is a network of bird watcher
among the internet. Both website can be seen in the Appendices 5.5.1 and 5.5.2

3.5 Inbox Email

John Doe appears to be using Thunderbird with the email account : jdoe@example.com.
We found in C:/Documents and Settings/johndoe/Application/Data/Thunderbird/Profiles
/8jiqrt8v.default/Mail/Local Folders/Inbox” 4 emails received the 9 Feb 2005.
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3 of them are from Ben Forbes <ben@example.org> and contain 8 images of birds, all
with a bird oriented subject and message. One of the message is “Thanks for the pics you
send me, here are some I really like”, which supposes that John Doe have also distributed
some bird related content to other persons.

The other email is from Bird Fanciers <mailinglist@birds.example.com> entitled “How
to identify bird”.

3.6 Registry Analysis

There are 4 accounts in the registry : Administrator (ADMIN but never logged in according
to the SAM file informations), bob, jane and johndoe (ADMIN).Appendices 5.7.1

In Bob’s ntuser.dat we found that Bob accessed the file : “Dear Fred.doc” which appears
to be a mail or letter to a friend just asking him for news. Bob has a user’s typedURL
key for http://www.microsoft.com/isapi/redir.dll?prd=ie&pver=6&ar=msnhome but there
is no user Windows Live Messenger GUIDs and the contact database is not in the registry.
In Jane’s ntuser.dat we found nothing.

In ntuserdat of john doe we found a lot of things : Most recent PDF opened in adobe
acrobat reader on Wed Feb 2 21:25:10 2005: E/birds/non images/BirdingGuide.pdf

Recent opened/saved Programs/Files/URLs MRU (MRU is the abbreviation for most-
recently-used) in Software/Microsoft/Windows/CurrentVersion/Explorer/ComDlg32 :

• C:/Documents and Settings/johndoe/My Documents/birdpics (folder)

• C:/Documents and Settings/johndoe/My Documents/birds.zip

• C:/Documents and Settings/bob/My Documents/My Music/ready2fledge.jpg

• C:/Documents and Settings/johndoe/My Documents/newbies2.jpg

• C:/Documents and Settings/johndoe/My Documents/My Pictures/chicks2.jpg

• C:/Documents and Settings/johndoe/Desktop/birdtrans2.jpg

• C:/Documents and Settings/johndoe/My Documents/ostbk2b2.htm

• C:/Documents and Settings/johndoe/My Documents/My Pictures/177.jpg

• C:/Documents and Settings/johndoe/My Documents/My Pictures/babyscot_2weeks1.jpg

• C:/Documents and Settings/johndoe/My Documents/My Pictures/babyscot_vyoung.jpg

• E:/birds/audio/aggressive_song.wav

• C:/Documents and Settings/johndoe/Desktop/AdbeRdr70_enu_full.exe

• C:/Documents and Settings/johndoe/My Documents/aa010703a.htm

• C:/Documents and Settings/johndoe/My Documents/My Pictures/40m.jpg
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• C:/Documents and Settings/johndoe/My Documents/My Pictures/wbpremium_s.jpg

• C:/Documents and Settings/johndoe/My Documents/My Pictures/7107298.jpg

• C:/Documents and Settings/johndoe/My Documents/kakapo.ram

• C:/Documents and Settings/johndoe/My Documents/nestboxtips.txt

• C:/Documents and Settings/johndoe/My Documents/birds.zip

An other similar registry key is the user’s recent docs key : “Software/Microsoft/Windows/
CurrentVersion/Explorer/RecentDocs” that gives us these filenames (those with no exten-
sions are folders) :

• 38 = New Volume (F:)

• 11 = AlmondMarshGreatBlueHeronStalling.jpg

• 37 = MSN

• 18 = aggressive_song.wav

• 36 = stuf.doc

• 35 = birds.zip

• 34 = WINDOWS

• 33 = ODBC.INI

• 14 = non images

• 13 = BirdingGuide.pdf

• 32 = BookList.doc

• 21 = Local Disk (C:)

• 5 = birdwatching.doc

• 31 = My Music

• 3 = ready2fledge.jpg

• 2 = newbies2.jpg

• 1 = My Pictures

• 0 = chicks2.jpg

• 30 = birdtrans2.jpg

• 29 = ostbk2b2.htm
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• 28 = 177.jpg

• 27 = babyscot_2weeks1.jpg

• 26 = babyscot_vyoung.jpg

• 25 = birds

• 24 = Killdeer.jpg

• 23 = Sample Music

• 22 = Doc1.doc

• 20 = EvanstonWoodpecker.jpg

• 19 = audio

• 17 = bookmarks.html

• 15 = cookies.txt

• 12 = kakapo.ram

• 10 = Q3 Thread (Statechart).gif

• 9 = Prac4

• 8 = Prac4.gif

• 6 = nestboxtips.txt

• 4 = aa010703a.htm

As the others accounts : Software/Microsoft/Windows Live Contacts/Database was not
found. As well as there is nothing inside the entries related to the mailing microsoft software
called Outlook. In fact, the default Mail client key gives us Mozilla Thunderbird as default
mail software and we also found the email address (jdoe@example.com) and the thunderbird
Profile files (C:/Documents and Settings/johndoe/Application Data/Thunderbird/Profiles/8jiqrt8v.default)
in the registry.

Another interesting thing, in Software/RealNetworks/RealPlayer/6.0/Preferences we
found the most recently opened clips in RealPlayer (the media & video player that ap-
pears to be a virus according to the virus scan) :

MostRecentClips1 -> aggressive_song | file://C:/Program
Files/MSN/aggressive_song.wav

MostRecentClips2 -> The Life of Birds: Dawn Bird |
file://C:/DOCUME 1/JOHNDOE/LOCALS 1/TEMP/dawn.ram
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The wallpaper MRU entries
“Software/Microsoft/Windows/CurrentVersion/Explorer/Wallpaper/MRU” contains 42

pictures and 5 of them are bird related :

• 38 -> C:/Documents and Settings/johndoe/My Documents/ My Pictures/wbpremium_s.jpg

• 37 -> C:/Documents and Settings/johndoe/My Documents/ My Pictures/tn_duck_3.jpg

• 36 -> C:/Documents and Settings/johndoe/My Documents/ My Pictures/snow_geese.jpg

• 35 -> C:/Documents and Settings/johndoe/My Documents/ My Pictures/7107298.jpg

• 34 -> C:/Documents and Settings/johndoe/My Documents /My Pictures/40m.jpg

In the System registry file we have the list of devices that were plugged in the computer
and contains files with related bird content according to some accessed path and filename
in history & registry :

• CdRomSONY_CDU4811 known as D:,

• DiskFUJITSU_MPF3153AT,

• DiskMaxtor_90576D4,

• A Generic floppy drive known as A: (maybe one of the two precedently mentioned
drives)

• Disk&Ven_&Prod_USB_DISK&Rev_1.05 with a serial number : 071A190F01DF&0
known as E:
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3.7 Browser history

We found that john doe uses 2 web browsers from which we can retrieve the bookmarks, his-
tory, cache & cookies : C:/Program Files/Mozilla Firefox/firefox.exe C:/Program Files/Internet
Explorer/iexplore.exe

From IE we found 79 different entries in the history that were accessed between the
01/24/2005 and the 02/09/2005, 0 online bird related site but 33 indecent file accessed.
(See in Appendices)

Some filenames such as aggressive_song.wav appears to be present on different devices
E: and C: which can be an evidence to the fact that indecent files were intentionally shared
between multiple devices.

From Firefox, we found in the history 163 http links of which at least 65 are bird related
websites (see in annexe). There is a bookmark.html file which contains 3 indecent links :

• <A HREF="http://www.naturewallpaper.net/birds_L.html">Free Bird Wallpaper
- Bald Eagle Albatross Owl Falcon 1024x768</A>

• <A HREF="http://birding.about.com/library/blalphatypeofbird.htm" >Alphabeti-
cal Index of Birds</A>

• <A HREF="http://whyfiles.org/shorties/104chick_sex/">Chickadee Karaoke</A>

In the cookies.txt from firefox we found website cookies for www.haiths.com which is a
bird food selling website, http://www.relmaxtop.com/Animals/Birds/ a site counter, from
http://birding.about.com a birding and bird watching website where he downloaded an htm
file about how to build a bluebird nestbox http://birding.about.com/library/weekly/aa010703a.htm
(this file is in C:/Documents and Settings/johndoe/My Documents/aa010703a.htm) More-
over the downloads history give us a lot of indecent files downloaded by john doe from
differents websites :

• "http://www.traveltex.com/downloads/screensavers/birds.zip"

• "http://freespace.virgin.net/cobber.budgies/images/babyscot_2weeks1.jpg"

• "http://people.cornell.edu/pages/sah67/ready2fledge.jpg"

• "http://people.cornell.edu/pages/sah67/birdtrans2.jpg"

• "http://www.insaneanimals.com/items/177.jpg"

• "http://www.pbs.org/lifeofbirds/songs/dawn.ram" (Seen in recently opened files of
Real Player in registry)

• "http://freespace.virgin.net/cobber.budgies/images/babyscot_vyoung.jpg"

• "http://whyfiles.org/shorties/104chick_sex/images/aggressive_song.wav"
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• "http://www.cvm.okstate.edu/instruction/kocan/ostrich/ostbk2b2.htm"

• "http://people.cornell.edu/pages/sah67/newbies2.jpg"

• "http://people.cornell.edu/pages/sah67/chicks2.jpg"

There are more informations about these downloads in the section “Firefox download
history” of the annexe.

We now know the weird file AdbeRdr70_enu_full.exe came from a bad website ardown-
load.adobe.com and not adobe.com so it’s very likely to be a virus despite the fact that the
scan didn’t give us this result.

3.8 PDF Files

By carving the hard disk drive with the tool foremost, we found three pdf documents related
to birds.

There is a birding guide, a newletter from University of California which show somes
birds spotted at the University of California Botanical Garden and a presentation of differ-
ents birding sites around Perth (Perth is a city of western Australia).

Those differents files are too large to be included in this report, however there is a
previews of each documents in Appendices 5.8.

3.9 GPG Files

An gpg file was discovered in "Documents and Settings/johndoe/My documents". This
file was protected with both a public/private keypair and a password. The public/private
keypair were in "Documents and Settings/johndoe/Application/GnuPG" and we use "John
The Ripper" tool to brute-force the password. The password was "arran".

There was a zip file containing 5 illegal images. It’s in Appendices 5.9.

3.10 Timeline of the events

With the evidences found on the suspect’s computer we can recreate the different illegal
moments of Mr John Doe activity.

3.10.1 2003:01:29 16:14:10

This is the oldest bird related thing that we can recover from John Doe hard disk drive.
This is probably when the suspect discovered a passion for birds. This is the picture from
the Canon EOS-1DS Camera.

3.10.2 Between 13/06/2020 and 27/06/2020

This is the second episode of John Doe’s deviant passion. The 43 pictures taken withCanon
PowerShot SD100. Those pictures are probably a trip to observe birds. We can suppose
that the different persons on those pictures are Mr John Doe partners in crimes.

12



FAIVRE Sébastien, DUBARD Loïc, MORNICO Théo John Doe case

3.10.3 02/02/2005 and 03/02/2005

Between those two days John Doe downloaded and consulted several bird related documents.
The documents and the dates are :

• Wed. 02 feb. 2005 15:26:01 CET (aa010703a.htm)

• Wed. 02 feb. 2005 15:29:30 CET (nestboxtips.txt)

• Wed. 02 feb. 2005 17:25:10 CET (birdwatching.doc)

• Wed. 02 feb. 2005 17:25:10 CET (FantailFrontView.exe)

• Wed. 02 feb. 2005 17:46:32 CET (birdpics.gpg)

• Thu. 03 feb. 2005 13:23:00 CET (aggressive_song.wav)

• Thu. 03 feb. 2005 15:17:43 CET (Doc1.doc)

3.10.4 09/02/2005

All of the 4 emails were received on this date. The suspect seems to have found a partner
in crime to share bird related pictures. This is probably after visiting the bird website 7
days before.

3.10.5 Global Timeline

Autopsy gave us the global timeline of the activity of the hard disk drive. It shows that
the computer is from 1970. But the first activities began in the early 2000’s. The global
timeline can be seen in Appendices 5.10.
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4 Conclusion

101 pictures of birds, 1 audio file, 2 text files, 2 Web Files, 4 Emails, more than 65 websites
link/URL that are bird related were found on the suspect computer. Moreover some files
were deliberately hidden, by changing extension name, encrypting them, hiding them in an
unallocated partition etc..This means that the suspect knew that those kinds of files were
illegal. Furthermore a lot of files, like Emails and group photo of a trip, show that John
Doe was not acting alone. We can assume that the suspect shared this illicite passion to
several partner in crimes.

A virus was found on the hard disk drive. It can be possible that this virus downloaded
some bird related things on Mr. John Doe’s computer. But every file was found before 2005
which the date of birth of the malware on Doe’s computer. This means that the malware is
not responsible of all this.
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5 Appendices

5.1 Acquisition and Preservation

Figure 1: Hard disk drive of the suspect
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Figure 2: Connection to the worksation

5.2 Antivirus Scan
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Figure 3: ClamAV Scan

5.3 Image Files

5.3.1 Miscellaneous Image files
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Figure 4

Figure 5

18



FAIVRE Sébastien, DUBARD Loïc, MORNICO Théo John Doe case

Figure 6

Figure 7
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Figure 8

Figure 9
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Figure 10

Figure 11
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Figure 12

Figure 13
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Figure 14

Figure 15
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Figure 16

Figure 17

Figure 18
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Figure 19

Figure 20

Figure 21
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Figure 22

Figure 23
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Figure 24
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Figure 25

Figure 26
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Figure 27

Figure 28

29



FAIVRE Sébastien, DUBARD Loïc, MORNICO Théo John Doe case

Figure 29

Figure 30
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Figure 31

Figure 32
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Figure 33

Figure 34
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Figure 35

Figure 36

Figure 37
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Figure 38

Figure 39

Figure 40
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Figure 41

Figure 42
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Figure 43

Figure 44

Figure 45
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Figure 46

Figure 47

Figure 48
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Figure 49

Figure 50

Figure 51
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Figure 52

Figure 53

Figure 54
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5.3.2 Canon PowerShot SD100 Images
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Figure 55

Figure 56
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Figure 57

Figure 58

Figure 59
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Figure 60

Figure 61

Figure 62
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Figure 63

Figure 64
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Figure 65

Figure 66

Figure 67
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Figure 68

Figure 69

Figure 70
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Figure 71

Figure 72

Figure 73

47



FAIVRE Sébastien, DUBARD Loïc, MORNICO Théo John Doe case

Figure 74

Figure 75

Figure 76

48



FAIVRE Sébastien, DUBARD Loïc, MORNICO Théo John Doe case

Figure 77

Figure 78

Figure 79
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Figure 80

Figure 81

Figure 82
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Figure 83

Figure 84

Figure 85
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Figure 86

Figure 87
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Figure 88

Figure 89
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Figure 90

Figure 91

Figure 92
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Figure 93

Figure 94

Figure 95
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Figure 96

Figure 97
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5.3.3 Canon EOS-1DS Image

Figure 98
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5.3.4 Adobe Photoshop CS Windows Image

Figure 99
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5.3.5 FantailFrontView

Figure 100
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5.3.6 Doc1.doc

Figure 101
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5.3.7 _j_p_g_ files

Figure 102
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5.3.8 Vol3 files

Figure 103
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5.4 Text files

5.4.1 Nestboxtips.txt

Figure 104
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5.4.2 Birdwatching.doc

Figure 105
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Figure 106
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Figure 107
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Figure 108
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Figure 109
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Figure 110
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5.5 Web files

5.5.1 ostbk2b.htm

Figure 111

5.5.2 aa010703a.htm
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Figure 112

5.6 Email

5.6.1 Email no.1.1

71



FAIVRE Sébastien, DUBARD Loïc, MORNICO Théo John Doe case

Figure 113

5.6.2 Email no.1.2

72



FAIVRE Sébastien, DUBARD Loïc, MORNICO Théo John Doe case

Figure 114

5.6.3 Email no.1.3
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Figure 115

5.6.4 Email no.2
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Figure 116

5.6.5 Email no.3.1
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Figure 117

5.6.6 Email no.3.2
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Figure 118

5.6.7 Email no.3.3
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Figure 119

5.6.8 Email no.3.4
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Figure 120
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5.6.9 Email no.4

Figure 121
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5.7 Registry Analysis

5.7.1 Accounts

Figure 122
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5.8 Browser History

5.8.1 history page 1

Figure 123
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5.8.2 history page 2

Figure 124
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5.9 PDF Files

5.9.1 Birding Site

Figure 125
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5.9.2 Botanical Garden

Figure 126
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5.9.3 Bird Guide

Figure 127
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5.10 GPG Picture

5.10.1 WhiteThroatedSparrowInTree.jpg

Figure 128
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5.10.2 WhiteFacedHeronFlying.jpg

Figure 129
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5.10.3 WhiteFrontedParrot.jpg

Figure 130
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5.10.4 WhoopingCranes.jpg

Figure 131
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5.10.5 yellow-wag-cover-nb.jpg

Figure 132
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5.11 Global Timeline

Figure 133
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